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Abstract:

Through the modern Internet construction, substitution is comprehensively in aerospace to its end
point by means of DNS names that are mapped to IP addresses, however at hand are refusal inbuilt
revenue for receivers to attribute sources of transfer to senders or for receivers to authorize senders.
These deficiencies leave the Internet and its connected hosts vulnerable to a ample assortment of attacks
together by way of denial-of-service as well as twisting (spoofing, phishing, etc.) which continue to
cause material damage. This project proposed a mechanism to warfare these vulnerabilities by
introducing acknowledgment furthermore authorization into the association using a temporary
addressing proposal to begin attribution through DNS, ascertain authorization at the multitude, and
impose authorization in addition to acknowledgment in the network. In this occupation, | residential in
addition to characterized a structure for effecting in-network enforcement at the router, and |
demonstrate the enforcement is possible on up to date commodity hardware at unrelenting throughput
rates 11l more than common Internet association rates.
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1. INTRODUCTION

Today the Internet is assaulted from multiple fronts. Spam has already changed the social norms of
using email, reflecting new assumption that legitimate mail might never be read by the recipient due to
being entangled in spam filters. Malware dogs peer-to-peer networks and open source software
distribution. Denial of service attacks against network infrastructures and Ib sites have become routine.
Computer break-ins and hijacking is wide-spread.
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Fig.1. Structure
Identity theft through phishing or break-ins is on the rise. The importance of these issues has been Il
recognized and is one of the main reasons behind the recent push by the networking community to re-
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engineer the Internet. for the internet; rather it can be used with the current internet architecture.In the
current Internet, traffic is commonly routed to its destination using human-readable. DNS names that
are mapped to machine-routable IP addresses, yet the current architecture offers no reliable means to
attribute traffic for receivers to authorize senders. These deficiencies leave the Internet and its connected
hosts vulnerable to a wide range of attacks including denial-of-service and misrepresentationl which
continue to cause damage on the Internet today. Rabinovich and Spatscheck have proposed a
mechanism called the Evasive Internet Protocol (EIP) to combat these vulnerabilities with new network
properties: sender-attribution and receiver-authorization. To enable these properties, EIP employs a
transient addressing scheme which establishes attribution through DNS, establishes authorization at the
host, and enforces authorization and attribution in the network. In this work, | developed and
characterized a system for effecting this in-network enforcement at the router. Implementation and
experiments demonstrate that EIP adds less than 1ms latency per router hop to connection setup time,
and that enforcement of authorization and attribution is possible using current general purpose hardware
at sustained throughput rates in excess of 50 Mbps — Il above typical Internet broadband access rates.

2. RELATED WORK

Routing protocols use metrics to evaluate what path will be the best for a packet to travel. A metric
is a standard of measurement, such as path bandwidth, that is used by routing algorithms to determine
the optimal path to a destination. To aid the process of path determination, routing algorithms initialize
and maintain routing tables, which contain route information. Route information varies depending on
the routing algorithm used. Routing algorithms fill routing tables with a variety of information.
Destination/next hop associations tell a router that a particular destination can be reached optimally by
sending the packet to a particular router representing the "next hop™ on the way to the final destination.
When a router receives an incoming packet, it checks the destination address and attempts to associate
this address with a next hop. A type of communications in which a dedicated channel (or circuit) is
established for the duration of a transmission.
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The most ubiquitous circuit-switching network is the telephone system, which links together wire
segments to create a single unbroken line for each telephone call. The other common communications
method is packet switching, which divides messages into packets and sends each packet individually.
The Internet is based on a packet-switching protocol, TCP/IP. Circuit-switching systems are ideal for
communications that require data to be transmitted in real-time. Packet-switching networks are more
efficient if some amount of delay is acceptable. Circuit-switching networks are sometimes called
connection. Network Security Refers to the proper safeguarding of everything associated with a
network, including data, media, and equipment. It involves administrative functions, such as threat
assessment, and technical tools and facilities such as cryptographic products, and network access control
products such as firewalls. It also involves making certain that network resources are used in accordance
with a prescribed policy and only by people who are authorized to use these resources.
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Network Security deals with all aspects related to the protection of the sensitive information assets
existing on the network. It covers various mechanisms developed to provide fundamental security
services for data communication.

3. LITERATURE SURVEY

Bandwidth-flooding attacks are a type of Denial of Service attacks that target the victim’s tail-
circuit. The stateless approach that the Internet takes with respect to routers makes launching such
attacks, for a Il large enough group of attackers (or a botnet) a trivial task to undertake. Despite the fact
that DDoS have garnered attention from both the research community and popular media outlets over
the last decade, the threshold for launching a successful network-flooding attack remains frustratingly
low. Through the selected papers, | explore three different approaches that | can use to mitigate
bandwidth- flooding attacks; filtering malicious sources, enforcing admission control and regulating
access to the common medium.

Routers, therefore, will only forward packets and propagate routing information. Instead, the
responsibility for sharing the access medium fairly among competing flows has been delegated to the
transport layer. Thus, when congestion occurs, a legitimate user will observe a packet-loss event and
reduce their sending rate in order to ease congestion in the network. An attacking host, which has no
incentive to comply, will continue flooding the victim at the maximum possible sending rate.

This paper presents PPNP, a novel distributed privacy-preserving network provenance scheme that
supports the richness of network provenance while providing strong privacy guarantees over
confidential data. | formally prove that our proposed cryptographicbased PPNP scheme is secure, and
show how PPNP can be applied to existing provenance systems that require heterogeneous privacy 1560
preferences. | develop a prototype implementation, PPNP, and evaluate its performance on two
distinctly different provenance applications. Our evaluation results demonstrate that PPNP incurs
negligible increase in latency and a reasonable bandwidth overhead, making it practical for large,
distributed deployments.

4. METHODOLOGY

The primary motivation for this work is the reduction of Internet vulnerabilities. Out of this
expansive problem space, | carve a small piece by choosing to introduce attribution and authorization
into the network as new security tools. These tools are means to defeat broad classes of network attacks
including denial-of-service and misrepresentation. Further delimiting the problem, | choose a transient
addressing scheme, the Evasive Internet Protocol proposed by Rabinovich and Spatscheck, as the
mechanism for achieving the goals of attribution and authorization. Finally, | choose to focus in this
work on the in-network enforcement aspect of the EIP mechanism.

EIP proposes an ambitious combination of concepts and technologies that blends cryptographically
supported identification with capability networks to create a foundation for receiver-control over all
Internet traffic. Part of the ambitiousness of the proposal lies in the changes EIP requires to the end
hosts and DNS infrastructure. Another challenge to the feasibility of EIP as an Internet protocol lies in
the in-network enforcement of attribution and authorization—it is this aspect that | examine in this
thesis. Feasibility of an Internet protocol eludes strict definition, so | characterize performance of EIP
as its impact with respect to existing Internet operations. Regarding the innetwork enforcement
component, | first implement EIP in software at the router. Using implementation, I can then perform
experimentation to determine how much extra time and space the protocol requires to realize its benefits.
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5. RESULT ANALYSIS

Much network security research has focused on applying cryptographic operations in order to guarantee
authenticity of packet information. IPSec is one representative at the IP layer. A packet’s authenticity
can be guaranteed by signing or encrypting it. However, the high computation overhead of
cryptographic operations prevents such approaches from being widely employed per packet.
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The hop integrity approach proposed uses a lighter-weight signing technique, but it has to be deployed
on a per-hop basis; thus each router that needs to forward a packet must incur extra overhead for
cryptographic operations. Other research addresses IP spoofing through both preventive approaches and
reactive approaches. Filtering is a preventive approach. | proposed a general filtering approach where
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many fields, including but not limited to source address, can be used for filtering. Martian address
filtering is required in order to discard packets if their source addresses are special addresses (loopback
address, broadcast address, etc.) or are not unicast addresses.

Route-based distributed packet filtering suggested benefits of such filtering for attack prevention and
trace back, and partial deployment strategic Packet tracing has been widely studied Tracing IP packets
with forged source addresses requires complex and often expensive techniques to observe the traffic at
routers and reconstruct a packet’s real traveling path . Tracing becomes ineffective when the volume of
attack traffic is small or the attack is distributed. .Moreover, tracing is typically performed after an
attack is detected, possibly too late to avoid damage.

CONCLUSION

In this work, | have developed and characterized a system for effecting in-network enforcement
of identity and authorization at the router using the Evasive Internet Protocol. Through the process of
implementation | discovered and addressed the practical issues of Prototyping EIP’s transient
addressing scheme, most importantly describing the bounds on router state and how to overlay the
protocol on the existing network stack. Experiments demonstrate that enforcement of identity and
authorization using transient addressing is possible using off-the-shelf hardware at sustained throughput
rates in excess of 50 Mbps Il above common Internet connection rates. | have shown that each EIP
router hop in a connection path adds less than 1ms to round-trip connection setup time. These results
demonstrate the feasibility of wide deployment of the in-network component of EIP as a defense
mechanism against broad classes of Internet vulnerabilities.
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